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§236.7

as required by law, regulation, con-
tract, or the FA.

(h) Upon termination of the FA, and/
or change of Facility Security Clear-
ance status below Secret, GFI must be
returned to the Government or de-
stroyed pursuant to direction of, and at
the discretion of, the Government.

(i) Participation in this program does
not abrogate the Government’s or the
DIB participants’ rights or obligations
regarding the handling, safeguarding,
sharing, or reporting of information, or
regarding any physical, personnel, or
other security requirements, as re-
quired by law, regulation, policy, or a
valid legal contractual obligation.

§236.7 DIB participant eligibility re-
quirements.

To be eligible to participate in this
program, a DIB company must:

(a) Have or acquire DoD-approved
medium assurance certificates to en-
able encrypted unclassified informa-
tion sharing between the Government
and DIB participants;

(b) Have an existing active Facility
Security Clearance (FCL) granted
under the National Industrial Security
Program Operating Manual (NISPOM)
(DoD 5220.22-M) with approved safe-
guarding for at least Secret informa-
tion, and continue to qualify under the
NISPOM for retention of its FCL and
approved safeguarding (http://
www.dtic.mil/whs/directives/corres/pdf/
522022m.pdf);

(c) Have or acquire a Communication
Security (COMSEC) account in accord-
ance with the NISPOM Chapter 9, Sec-
tion 4 (DoD 5220.22-M), which provides
procedures and requirements for
COMSEC activities;

(d) Obtain access to DoD’s secure
voice and data transmission systems
supporting the DIB CS/IA program,

(e) Own or operate covered DIB sys-
tem(s), and

(f) Execute the standardized FA with
the Government (available during the
application process), which implements
the requirements set forth in sections
236.4 through 236.6 of this part.
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§237a.1 Purpose.

This part establishes (a) guidance for
preparation of the Defense Industry
Bulletin, and (b) includes guidance and
procedures governing Department of
Defense cooperation with industry on
(1) public affairs matters in general, (2)
industry-sponsored events, and (3) ad-
vertising defense themes and products.

§237a.2 Applicability.

The provisions of this part apply to
all components of the DoD.

§237a.3 Objective and policy.

(a) It is important that American in-
dustry—particularly defense contrac-
tors—understand the plans, programs,
and activities of the DoD. Such under-
standing can be achieved by (1) wide
dissemination of information to the
business community, consistent with
national security, and (2) cooperation
with industry in public relations ac-
tivities which are not contrary to the
national or DoD interests.

(b) As outlined in part 237 of this sub-
chapter, DoD components shall cooper-
ate with industry at local and regional
levels. However, they will notify the
Assistant Secretary of Defense (Public
Affairs) (ASD(PA)) promptly of any
local or regional activity which has the
potential of being escalated, or which
has been escalated by unforeseen cir-
cumstances, to mnational or inter-
national interest.

§237a.4 Procedures.

(a) Defense Industry Bulletin. The bul-
letin, authorized by part 237 of this
subchapter to apprise defense contrac-
tors, trade associations and other busi-
ness organizations of DoD policies,
plans, programs, and procedures which
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